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14 CFR Ch. V (1–1–14 Edition) § 1212.605 

§ 1212.605 Safeguarding information in 
systems of records. 

(a) Safeguards appropriate for a 
NASA system of records shall be devel-
oped by the system manager in a writ-
ten plan approved by the Center Secu-
rity Officer or Center Information 
Technology Security Officer for elec-
tronic records maintained in auto-
mated systems. Safeguards must insure 
the security and confidentiality of 
records and protect against any antici-
pated threats or hazards to their secu-
rity or integrity which could result in 
substantial harm, embarrassment, in-
convenience, or unfairness to any indi-
vidual on whom information is main-
tained. 

(b) When records or copies of records 
are distributed within NASA they shall 
be prominently identified as records 
protected under the Privacy Act and 
shall be subject to the same safeguard, 
retention, and disposition require-
ments applicable to the system of 
records. 

(c) When records or copies of records 
are distributed to other Federal agen-
cies, other than those having custody 
of the systems of records, they shall be 
prominently identified as records pro-
tected under the Privacy Act. 

(d) Records that are otherwise re-
quired by law to be released to the pub-
lic need not be safeguarded or identi-
fied as Privacy Act records. 

[57 FR 4928, Feb. 11, 1992, as amended at 77 
FR 60621, Oct. 4, 2012] 

§ 1212.606 Duplicate copies of records 
or portions of records. 

(a) NASA officials may maintain and 
use, for official purposes, duplicate 
copies of records or portions of records 
from a system of records maintained 
by their own organizational unit. This 
practice should occur only where there 
are justifiable organizational needs for 
it, e.g., where geographic distances 
make use of the system of records time 
consuming or inconvenient. These du-
plicate copies shall not be considered a 
separate NASA system of records. For 
example, an office head or designee 
may keep duplicate copies of per-
sonnel, training, or similar records on 
employees within the organization for 
administrative convenience purposes. 

(b) No disclosure shall be made from 
duplicate copies outside of the organi-
zational unit. Any outside request for 
disclosure shall be referred to the ap-
propriate system manager for response. 

(c) Duplicate copies are subject to 
the same safeguard requirements appli-
cable to the system of records. 

Subpart 1212.7—NASA Authority 
and Responsibilities 

§ 1212.700 NASA employees. 

(a) Each NASA employee is respon-
sible for adhering to the requirements 
of the Privacy Act and this regulation. 

(b) An employee shall not seek or ob-
tain access to a record in a NASA sys-
tem of records or to copies of any por-
tion of such records under false pre-
tenses. Only those employees with an 
official ‘‘need to know’’ may seek and 
obtain access to records pertaining to 
others. 

(c) Employees shall refrain from dis-
cussing or disclosing personal informa-
tion about others which they have ob-
tained because of their official need to 
know such information in the perform-
ance of official duties. 

(d) To the extent included in a con-
tract which provides for the mainte-
nance by or on behalf of NASA of a sys-
tem of records to accomplish a func-
tion of NASA, the requirements of this 
section shall apply to contractor em-
ployees who work under the contract. 

§ 1212.701 Associate Deputy Adminis-
trator. 

The Associate Deputy Administrator 
is responsible for: 

(a) Making final Agency determina-
tions on appeals (§ 1212.400), except on 
those related to records originating in 
the Office of the Inspector General; 

(b) Authorizing exemptions from one 
or more provisions of the Privacy Act 
for NASA systems of records (See 
§ 1212.500); and, 

(c) Authorizing an extension for mak-
ing a final determination on an appeal 
(§ 1212.400(d)), except for an appeal re-
lated to records originating in the Of-
fice of the Inspector General. 

[57 FR 4928, Feb. 11, 1992, as amended at 77 
FR 60621, Oct. 4, 2012] 
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